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Lecture No. 5

Industrial networks, basic types, 7 layer model, physical layer.... 
application layer

(18, 21).
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• Industrial networks
• Topology
• Protocol
• Access methods
• Confirming messages
• …
• 7 layer model

• physical layer
• …
• application layer

What do you find out?
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ILAN – industrial networks
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ILAN confirmation
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ILAN confirmation
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ILAN confirmation
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ILAN confirmation
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Access to media

Master/Slave

A multi-master
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Access to media

The principle of the Token ring network
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Access to media

Time division, time multiplex or time division 
multiplex (TDM
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Access to media
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Motto:

Industrial communication systems are not only a 
connecting channel between automation means in 
the control architecture of machines, production 
lines, technological, energy and transport systems, 
but have become not only an automation means, 
but also a phenomenon of automatic control.
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Industrial communication systems in the 
context of automation devices
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Communication links - ISO/OSI reference model

ISO/OSI reference 

Each higher layer uses the services of the 
lower layer.
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Communication links

• Individual layers can be implemented by hardware or software. 

• Most ILAN networks are designed for the operation of dozens of 
connected stations on one transmission medium without the need 
for packet routing. 
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Physical Layer

• (Physical Layer) ensures the reception and transmission of 
signals via the transmission medium. 

17

Fakulta strojní VŠB – TUO

Data Link Layer

• (Data Link Layer) determines how messages are passed on 
the network. 
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Network Layer

• (Network Layer) ensures a connection that cannot be 
established by the line layer…
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Transport Layer

(Transport Layer) ensures reliable message transmission 
between end stations.
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Session Layer

• (Session Layer) must ensure continuous communication.
• … 
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Presentation Layer

• (Presentation Layer) takes care of correct data exchange -
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Application Layer

• (Application Layer) is tasked with direct application 
support -
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Comparison of RS 485 and RS 232

• RS 232C
• Transmission distance: Transmission speed:
• …

• RS 485
• Transmission distance: Transmission speed:
• …

Half-duplex (poloviční duplex)

Full-duplex (plný duplex)
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Physical layer

RS 232
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Physical layer RS 485
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Smart sensors

A smart sensor can include:

• … .

Inlet part Inner part Output part
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Selected characteristics of the CAN bus

• Two-wire serial data bus.
• …
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CAN bus frames

• SOF (Start Of Frame) –
• Message identifier –
• RTR (Remote Request) –
• R1(IDE) –
• The length of the data -
• Data –
• CRC –
• ERC –
• ACK –
• ACD –
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Module requirements - firmware
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Configuration frameworks for MEMS

Byte B0 B1 B2 B3 B4 B5 B6 B7

C1 255 x x x x x x x
reading from all connected

C2 ID_m 128 x x x x x x
reading from only one board

C3 ID_m 1 ms us x x x x
setting time int.

C4 ID_m 15 Adr Hod x x x x
recording in sensor registers

C5 ID_m 240 Adr x x x x x
reading from the sensor register
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Frames sent by MEMS

Byte B0 B1 B2 B3 B4 B5 B6 B7
After command C1, C2

XL XH YL YH ZL ZH POC DRDY

After command C4, C5
adr hod x x x x x x
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Protocol design (USART module)

 void Usart_Init(int)…MikroC

 Communication parameters:

33



10.04.2023

12

Fakulta strojní VŠB – TUO

34

Draft Protocol

Address Parameter STA DES JED CHECK CR

Address ... device address [A-Z]
Parameter … variable [a-z]
CHECK .… checksum [8 bit]
STA, DES, JED … order [0-9]
CR … termination character [cr, lf]
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Encoding (interpretation)
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What was the content of the lecture
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• Industrial networks
• Topology
• Protocol
• Access methods
• Confirming messages
• …
• 7 layer model

• physical layer
• …
• application layer
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Thank you for your attention …
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